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QueryShark License 3

1 QueryShark License

QueryShark® is a registered trademark of Golden Bits Software, Inc.
Copyright © 2007-2010, Golden Bits Software, Inc.

QUERYSHARK® SOFTWARE USERS LICENSE

IMPORTANT--READ THESE TERMS CAREFULLY BEFORE DOWNLOADING THIS
SOFTWARE. BY DOWNLOADING OR USING THIS SOFTWARE, YOU
ACKNOWLEDGE THAT YOU HAVE READ THIS LICENSE AGREEMENT, THAT
YOU UNDERSTAND IT, AND THAT YOU AGREE TO BE BOUND BY ITS TERMS. IF
YOU DO NOT AGREE TO THE TERMS AND CONDITIONS OF THIS LICENSE
AGREEMENT, PROMPTLY EXIT THIS PAGE WITHOUT DOWNLOADING THE
SOFTWARE.

1. Grant of License for Registered Users

Golden Bits Software, Inc, grants you a non-exclusive, non-transferable license to use the
QUERYSHARK® software program with which this license is distributed (the "Software™),
including any documentation files accompanying the Software ("Documentation™) on a single
server (if the Software is server based) or personal computer to support up to the number of
simultaneous users for which you have paid the license fee, and to make one backup copy of
the Software, provided that: (i) the Software is installed on only one server or personal
computer; (ii) the Software is NOT modified; (iii) all copyright notices are maintained on the
Software; and (iv) you agree to be bound by the terms of this License Agreement. The
Software and Documentation shall be used only by you, only for your own personal or
internal business use and not in the operation of a service bureau or for the benefit of any
other person or entity.

2. Ownership

You have no ownership rights in the Software. Rather, you have a license to use the Software
as long as this License Agreement remains in full force and effect. Ownership of the
Software, Documentation and all intellectual property rights therein shall remain at all times
with Golden Bits Software, Inc. Any other use of the Software by any person, business,
corporation, government organization or any other entity is strictly forbidden and is a
violation of this License Agreement.

3. Copyright

The Software and Documentation contain material that is protected by United States
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Copyright Law and trade secret law, and by international treaty provisions. All rights not
granted to you herein are expressly reserved by Golden Bits Software, Inc. You may not
remove any proprietary notice of Golden Bits Software, Inc. from any copy of the Software or
Documentation.

4. Restrictions

You may not publish, display, disclose, rent, lease, modify, loan, distribute, or create
derivative works based on the Software or any part thereof. You may not reverse engineer,
decompile, translate, adapt, or disassemble the Software, nor shall you attempt to create the
source code from the object code for the Software. You may not transmit the Software over
any network or between any devices, although you may use the Software to make such
transmissions of other materials. You may transfer the Software to other computers you own
as long as you only use it on one computer at a time.

5. Confidentiality

You acknowledge that the Software contains proprietary trade secrets of Golden Bits Software
and you hereby agree to maintain the confidentiality of the Software using at least as great a
degree of care as you use to maintain the confidentiality of your own most confidential
information. You agree to reasonably communicate the terms and conditions of this Software
License Agreement to those persons employed by you who come into contact with the
Software, and to use reasonable best efforts to ensure their compliance with such terms and
conditions, including, without limitation, not knowingly permitting such persons to use any
portion of the Program for the purpose of deriving the source code of the Program.

6. Disclaimer of Warranty

YOU EXPRESSLY ACKNOWLEDGE AND AGREE THAT USE OF THE SOFTWARE IS
AT YOUR SOLE RISK. THE SOFTWARE AND RELATED DOCUMENTATION ARE
PROVIDED "AS IS" AND WITHOUT WARRANTY OF ANY KIND AND GOLDEN BITS
SOFTWARE, INC. EXPRESSLY DISCLAIMS ALL WARRANTIES, EXPRESS AND
IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. GOLDEN BITS
SOFTWARE, INC. DOES NOT WARRANT THAT THE FUNCTIONS CONTAINED IN
THE SOFTWARE WILL MEET YOUR REQUIREMENTS, OR THAT THE OPERATION
OF THE SOFTWARE WILL BE UNINTERRUPTED OR ERROR-FREE, OR THAT
DEFECTS IN THE SOFTWARE AND THE FONTS WILL BE CORRECTED. THE
ENTIRE RISK AS TO THE RESULTS AND PERFORMANCE OF THE SOFTWARE IS
ASSUMED BY YOU. FURTHERMORE, GOLDEN BITS SOFTWARE, INC.. DOES NOT
WARRANT OR MAKE ANY REPRESENTATIONS REGARDING THE USE OR THE
RESULTS OF THE USE OF THE SOFTWARE AND RELATED DOCUMENTATION IN
TERMS OF THEIR CORRECTNESS, ACCURACY, RELIABILITY, CURRENTNESS, OR
OTHERWISE. NO ORAL OR WRITTEN INFORMATION OR ADVICE GIVEN BY
GOLDEN BITS SOFTWARE, INC. OR A GOLDEN BITS SOFTWARE, INC.’S
AUTHORIZED REPRESENTATIVE SHALL CREATE A WARRANTY OR IN ANY
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WAY INCREASE THE SCOPE OF THIS WARRANTY. SHOULD THE SOFTWARE
PROVE DEFECTIVE, YOU (AND NOT GOLDEN BITS SOFTWARE, INC. OR A
GOLDEN BITS SOFTWARE, INC.’S AUTHORIZED REPRESENTATIVE) ASSUME
THE ENTIRE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.
SOME JURISDICTIONS DO NOT ALLOW THE EXCLUSION OF IMPLIED
WARRANTIES, SO THE ABOVE EXCLUSION MAY NOT APPLY TO YOU.

7. U.S. Government Restricted Rights

This Software may be provided to the Government only with restricted rights and limited
rights. Use, duplication, or disclosure by the Government is subject to restrictions set forth in
Federal Acquisition Regulation (FAR) Sections 52-227-14 and 52-227-19 or DFARS Section
52.227-7018, as revised and applicable.

8. Limitation of Liability

IN NO EVENT WILL GOLDEN BITS SOFTWARE, INC. BE LIABLE TO YOU OR ANY
THIRD PARTY FOR ANY INCIDENTAL OR CONSEQUENTIAL DAMAGES
(INCLUDING, WITHOUT LIMITATION, INDIRECT, SPECIAL, PUNITIVE, OR
EXEMPLARY DAMAGES FOR LOSS OF BUSINESS, LOSS OF PROFITS, BUSINESS
INTERRUPTION, OR LOSS OF BUSINESS INFORMATION) ARISING OUT OF THE
USE OF OR INABILITY TO USE THE PROGRAM, OR FOR ANY CLAIM BY ANY
OTHER PARTY, EVEN IF GOLDEN BITS SOFTWARE, INC. HAS BEEN ADVISED OF
THE POSSIBILITY OF SUCH DAMAGES. GOLDEN BITS SOFTWARE, INC.'S
AGGREGATE LIABILITY WITH RESPECT TO ITS OBLIGATIONS UNDER THIS
AGREEMENT OR OTHERWISE WITH RESPECT TO THE SOFTWARE AND
DOCUMENTATION OR OTHERWISE SHALL NOT EXCEED THE AMOUNT OF THE
LICENSE FEE PAID BY YOU FOR THE SOFTWARE AND DOCUMENTATION.
BECAUSE SOME STATES/COUNTRIES DO NOT ALLOW THE EXCLUSION OR
LIMITATION OF LIABILITY FOR CONSEQUENTIAL OR INCIDENTAL DAMAGES,
THE ABOVE LIMITATION MAY NOT APPLY TO YOU.

9. Export Restrictions

THIS LICENSE AGREEMENT IS EXPRESSLY MADE SUBJECT TO ANY LAWS,
REGULATIONS, ORDERS, OR OTHER RESTRICTIONS ON THE EXPORT FROM THE
UNITED STATES OF AMERICA OF THE SOFTWARE OR INFORMATION ABOUT
SUCH SOFTWARE WHICH MAY BE IMPOSED FROM TIME TO TIME BY THE
GOVERNMENT OF THE UNITED STATES OF AMERICA. YOU SHALL NOT EXPORT
THE SOFTWARE, DOCUMENTATION, OR INFORMATION ABOUT THE SOFTWARE
AND DOCUMENTATION WITHOUT CONSENT OF GOLDEN BITS SOFTWARE, INC.
AND COMPLIANCE WITH SUCH LAWS, REGULATIONS, ORDERS, OR OTHER
RESTRICTIONS.

10. Termination
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This License Agreement is effective until it is terminated. You may terminate this License
Agreement at any time by destroying or returning to Golden Bits Software, Inc. all copies of
the Software and Documentation in your possession or under your control. Golden Bits
Software, Inc. may terminate this License Agreement for any reason, including, but not
limited to, if Golden Bits Software, Inc. finds that you have violated any of the terms of this
License Agreement. Upon notification of termination, you agree to destroy or return to
Golden Bits Software, Inc. all copies of the Software and Documentation and to certify in
writing that all known copies, including backup copies, have been destroyed. All provisions
relating to confidentiality, proprietary rights, and non-disclosure shall survive the termination
of this Software License Agreement.

11. General

This License Agreement shall be governed by, and construed according to, the laws of the
State of California. All unresolved disputes arising under this License Agreement shall be
submitted to mediation, or arbitration in San Diego under the commercial arbitration rules of
the American Arbitration Association. The parties shall share the expense of such mediation,
or arbitration equally. The parties shall participate in a mediation session in good faith, and if
the mediation is unsuccessful, then and only then may either party give notice of its intent to
arbitrate. The award of any arbitrator shall be binding and may be entered as a judgment in
any court of competent jurisdiction. This License Agreement shall constitute the entire
Agreement between the parties hereto. Any waiver or modification of this License Agreement
shall only be effective if it is in writing and signed by both parties hereto. If any part of this
License Agreement is found invalid or unenforceable by a court of competent jurisdiction, the
remainder of this License Agreement shall be interpreted so as to reasonably effect the
intention of the parties.

Security Note -- IMPORTANT

QueryShark® enables you to collect thousands of pieces of management information
across hundreds of systems.

No system is 100% secure; new threats appear over time.
QueryShark uses strong encryption and encrypts everything in
memory, stored in the database, and on disk. However if you have
any information that must remain confidential and can not be
exposed in any way, then do not use QueryShark to collect that
information.
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3 What's New For Version 5

We have been busy updating and making QueryShark better. The new features for version
5 are:

« New Query Filters. Exceptional ability to mange and manipulate query
results.

» SQL 2008 Express database default install.
« New Text File export feature.

« New Management Item List View.

« New simplified Query Wizard.

« Renaming of saved queries. You can rename the saved results as you
desire.

« Support for Windows 7.
« Native 64 Bit support for Vista and Windows 7

4 Windows 7 Notes

¢ Uninstall. After uninstalling you will notice a temporary file under C:\Program Data name
~1 (or ~2, or ~3....). These are temporary directories created and used by the uninstaller
program. When you reboot your system, these directories will be removed automatically.

e Windows Firewall.

If you are having trouble connecting to a remote Windows 7 system, make sure the
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Windows Firewall is set to enable remote WMI connections. The screen shot below shows
the WMI inbound traffic that needs to be allowed through the firewall.

Windows Firewall with Adva

Eile Action View Help

R e A0Ea] o [HEYN 7| s

P Vindows Firewal with Advanc:
3 Inbound Rules MName Group Profile Enabled Action Override
EY Outbound Rules
%y, Connection Security Rules onduws Firewall Remote Management (RPC-EPMAP) Windows Firewall Rermote ... Deomain  No Allow No

P 'g\, Monitoring andows Firewall Remote Management (RPC-EPMAP) Windows Firewall Remote ... Private.. No Allow No
8 Firewall @Wmdows Management Instrumentation (ASync-In) Windows Management Instr.. Domain  Yes Allow No

5 Connection Security Rul @Wmdnws Management Instrumnentation (ASync-In) Windows Management Instr... Private.. Yes Allow No

N %- Security Associations @Wmdows Management Instrumentation (DCOM-In) Windows Management Instr.. Domain  Yes Allow No
@Wmdows Management Instrumentation (DCOM-In) Windows Management Instr... Private.. Yes Allow No

@Wmdows Management Instrumnentation (WMI-In) Windows Management Instr.. Private.. Yes Allow No

@Wmdows Management Instrumentation (WMI-In) Windows Management Instr.. Domain  Yes Allow No

To allow WMI remote access through the Windows 7
firewall, set these inbound rules to "Allow"

Vista Notes

There are a couple of minor quirks when running QueryShark on Vista to keep in mind.

Run as Administrator

Vista's new User Access Control system (UAC) will disable the collection of some
management information from the Vista system you are currently running on. The result is
when you run a query for this information (on the local system), nothing is returned. This is
know to occur with the performance information (Network Performance, System
Performance, and .NET Runtime Performance items) and Threads (Operating System/
Threads). This happens even if your are logged in as an administrator. To work around,
start QueryShark using the "Run As Administrator" option in Vista. You can also disable
Vista UAC, but this is not recommended.

This only occurs on Vista and the system you are logged into. Collecting this
information from remote systems, including Vista, is not affected.

Long start times

The first time you start QueryShark, it may take a long time (2 minutes) to start. This occurs
because on the initial startup of QueryShark, Vista will try to verify the digital signature of the
QueryShark application (QuerySharkApp.exe). If your Vista system is not connected to the
Internet, then when Vista tries to connect to verify the digital signature it will pause starting
QueryShark. Eventually Vista will time-out and start QueryShark, however this will take
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about 2 minutes.

This only occurs on Vista if the system is not connected to the Internet and it is the
first time your start QueryShark. After Vista has verified QueryShark's digital
signature this is not a problem.

Vista Firewall

If you are using the Windows Firewall for Vista make sure the Windows Firewall has WMI
enabled; the following screen shot shows WMI enabled.

—_

ﬂ Windows Firewall Setting

| General | Exceptions | Advanced

Exceptions control how programs communicate through Windows Firewall, Add a
program or port exception to allow communications through the firewall.

Windows Firewall is currently using settings for the domain network location.
What are the risks of unblocking a program#

To enable an exception, select its check bo:

Program or port

[ remote Scheduled Tasks Management

[ remote Service Management

[ remote Yolume Management

[JRouting and Remote Access

(1 5MMP Trap

[ windows Collaboration Computer Name Registration Service

[ windows Firewall Remote Management

Windows Management Instrumentation (WMI) *‘_
[ Windaws Media Player Wl must be
[ Windows Media Player Metwork Sharing Service  checked

[ windaws Meeting Space

(] windows Peer to Peer Collaboration Foundation

| T Ml dm Kl

[Add Program... H Add port... H Properties ]

Motify me when Windows Firewall blocks a new program

[ Ok ] [ Cancel
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Introduction

Thank you for your purchase of QueryShark®.
QueryShark® is a registered trademark of Golden Bits Software, Inc.
Copyright 2007-2010, Golden Bits Software, Inc.

QueryShark is an easy to use, agent-less tool to collect vital system information from your
network of computers. By using a simple drag and drop interface, you can quickly and
easily collect error log, performance, and system configuration information. One of the key
features of QueryShark is the ability to query remote systems for the RIGHT
INFORMATION you are interested in RIGHT NOW. Within 30 seconds you can build a
guery to collect just the information you are interested in, you do not have have to create
any scripts or report templates. Just drag and drop the items you are interested in along
with the computer systems and RUN!!  Unlike larger, more complicated management
systems, QueryShark is easy to install, use, and learn.

The RIGHT INFORMATION means you can select only the information you are interested
in. If you want just disk space information, then just drag and drop the disk management
item into a query. Or if you are interested in error log information, again just drag and drop
the error management information item in to a query. What information you select is up to
you. No report templates, scripts, or multi-layer of menu to navigate through; just one
screen and a few mouse clicks.

RIGHT NOW means when you run a query, QueryShark immediately fetches this

information in real time. You get instant results RIGHT NOW.

Copyright (c) 2007-2010 Golden Bits Software, Inc.



Introduction 11

Depending on what you are interested in you can modify your query, save it, or delete it.
QueryShark provides access to over 1000 pieces of system information and we are
constantly adding more.

Don't want build a query? Instead you can use the Drill Down feature of QueryShark. Just
select a system and the information you are interested in and run.

Sounds great, but how can | use QueryShark?

1. Quickly and remotely investigate user problems.
2. Quickly determine installed software products.

3. Collect error log information.
4

and much more...

All of the information collected from your network systems can be saved for further
investigation and reference.

& QuerySHARK =13
File  Query Organize Filter Results View Took Help

B S EHO e

Query - Queryltems - |LE Disk Storage | [& System Information
o E_f ksitfézge Systems Management ltems OTres @List
STINGRAY i
ﬂ SNORKELDM g gﬁISFT:EL-DM Item System Errors
Diisk Drive ] STINGRAY tdangement [tem Group # || ltem Drescription
. D!sk Partitions =] Swstem Erors Enor/Event Lou Event Code Yalue of the lower 16-bits of the Event |
%;-E;\'i E'Sk Hgaltlgl 1 Al Erors Enor/Event Lo Event Type Type of evert.
E Ezz:z H}:c::t E1 Al Events Enor/Event Loy Message The event message. o )
'&?} Eutors, System/inn d_ Application Enors Enor/E vent Loy 5.ourca Mame Name.of the source [application, servics
5 CPU, Bios ] Disk Drive Disk Storage llme Generated D ate time of event.
£ CPUL Memomy Check £ Quota Setting Disk Storage ype Tope of event.
%5 SystemInformation [£] Physical Disk Drive Disk Starage
{f} System Information, Detailed ; Disk Quota Disk Storage
9:3} Gystem Hol Fises =] Disk Partitions Disk Storage
g m::’::;:::;i:mes =] Physical Memary Hardware
55 Hardware Summary j_ Viden Caontroller Hardware
E‘.‘E‘} Hardware D etail d_ Video Seftings Hardware
=1 CPU Processor Hardware
=] Bios Hardware
,,,,,,,,, [£] SCSI Contraller Hardware
[ Painting Device Hardware
© 5 Query -
1= Systern Enclosure Hardware v
'\_:g Drill Down £ ~
Eookmarks
; ;11)5 Systems < 5
== Systern error event log.
|f— | Management Items Cyollects Systern errorg. Swstern Errars is based on the
—— "wfind2_MTLogEvent' Wwhil class.
»

Copyright (c) 2007-2010 Golden Bits Software, Inc.



12

QueryShark®

6.1

What is a Query?

A Query is comprised of a set of management items and systems. Management items refer
to specific pieces of information about a system that you can collect. Examples of
management items are disk space, operating system version, and network connections.
These management items can be physical (such as disk space) or logical (such as network
connections). Microsoft Windows platforms provides literally thousands of pieces of
management information covering every aspect of a running system.

A Query in QueryShark is a collection of management items and systems you are interested
in running the query against. You can think of a Query as a question, for example "What is
the amount of disk free space for John and Mary's systems?". In QueryShark this Query
would be comprised of the 'Disk Free Space' management item and John and Mary's
systems. The following table illustrates this idea:

System Disk Free Space
John 125 MB
Mary 90 MB

The result of running this Query is the actual disk free space for John and Mary's system, in
this example 125 MB and 90 MB. The phrase "running a query against a set of systems"
simply means collecting the set of management items from the set of systems. For each
system, every management item is collected.

This is a simple example, in a real network environment there are a lot of items that need to
be monitored on a regular basis. These items (what QueryShark refers to as 'management
items') are the critical pieces of information that an administrator needs to keep track of to
insure all of the systems are working correctly. Examples include error logs, CPU usage,
network usage, software version, and much more.

QueryShark provides you with an easy and flexible way to quickly collect this information in
real time from all of your network systems. Extending the simple example above, imagine
the ability to collect network usage, error log information, and hot patch version information
in real time from all of your systems with a few mouse clicks!!! Further imagine the ability
to easily customize the exact information you wish to collect and save this information with a
few mouse clicks. This is the power of QueryShark; you can quickly and easily collect
nearly any type of management information from hundreds of systems.

Copyright (c) 2007-2010 Golden Bits Software, Inc.
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7 License Tool

The license tool is a separate application used to install or update your license key. Use this
tool when you need to install a new license key or update your existing license key.

After a new license key is installed you will have to restart QueryShark for the new license to
take effect.

QueryShark is licensed on a per system basis.

You can add and delete systems from QueryShark, but you are limited to the maximum
number of systems you are licensed for.

8 Qick Start - Query Wizard

The Query Wizard enables you to quickly build a query in three easy steps. You an start the
Query Wizard from the Tools menu:

File — Query Crganize Filter Results  Wiew | Tools | Help

B S EHO e " Shark Tips
Query @ » Query wizard - Query Wizard
Syst Databaze -M ikt
o s anagement ltems
5 Disk Health ¥ [ Crecertias g
&= Ermors, System i
£53 Enars, Recent a Preferences ltern
o -~ . " .. - =

From the Query Wizard you can select systems and management items you are interested
in collecting. Simply select the systems and management items you are interested in. You
can use the Add button or drag and drop into the query list box. When you are done, select
Run and the query will be saved and run. With QueryShark, you can always go back and
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modify a query.
& Query Wizard &|
Systemns Guery
System [romait
) STNGREY  GOLDENBITS | Ouey1 | [ Brose |
Step: i CaIRNS GOLDEMBITS
EGEENIYN GOLDENBITS SNORKEL-DM
1 s
\ STINGR&Y
=1 AlEmors
\ [E] Physical Memary
[E] Wideo Controller
Drag and
Drop into .
query list. The list of systems and
Management liems items that are included in
Item Giroup ~ this query.
E System Errorg Ermor/Event Logs B
Stept |l Enmons Enor/Event Logs
2 1 Al Events Errar/Event Logs -
E Application Erors - Eror/Event Logs
[E] Disk Drive Disk Storage
[E] Quota Setting Disk Starage
[Z] Physical Disk Dri.. Disk Storage
] Disk Quata Disk Storage
[E] Disk Partitions Disk Storage
E Phyzical Memony Hardware
[E] widen Controller Hardware
[£] ideo Settings Hardwiare
Hardwiare b’
Fun ’ Remove ltem ]
Step:
3 Run
l Cancel l l Help l

9 Menu Items

The QueryShark menu is shown below:

& QuerySHARK

File  Query Organize Filter Besults  Wiew Tools Help

B R EHO e
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The QueryShark File menu (below) enables you to Print a query, Export to an MS Excel
spreadsheet or text file, and exit QueryShark.

File |Query Organize Filter Results
Print (a @

Print Prewvie

i Export to Excel
Export to Text File

[ Exit

LAVTUE TR I B ey r

The Query menu (below) enables you to run a query, cancel a running query, save a query,
and view previously saved queries.

File | Query | Organize  Filter Results  Wiew Tools Help
©oLp & ap Run Query

Que| % Run - Window Query Items
=i D Aesults for 2 systems, 974
g ] Save Juery Mame: Disk Storag

Wiew Saved

SNORKEL-DM

-

The Organize menu item enables you to create or copy a query, add a selected system or
management item, and delete or rename a query.
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& QuerySHARK

R e

Query
=425 Disk Stara &
H Savec

£ STIMG
i SHOR &

File  Query | Crganize | Filter Results  Yiew Tools Help

Mewy Cery
Copy Query
Delete
Renarne

Create System Group

Digk Drive
Disk Partitions
£5% Disk Health

]enr Item:

or 2 swstems, 94
ame: Dizk Storac

I SMORKELDM

The Filter Results menu item enables you to filter query results, including previously saved

gueries.

File  Query Crganize

EEE L

Filter Results | YWiew Tools Help

W Create/Edit Filter

QUEW ‘% Delete Fiter ms
i Save Filtered Results
=425 Disk Storage 92422010
L Saved | e e e (oo B

The View menu (below) enables you to view a summary of the query results or a detailed

view.

View | Tools Help
W | Summary
Detail

The Tools menu (below) enables you to view Shark tips (quick help), the Query Builder, the
Database connection dialog, the Credentials dialog, and the Preferences dialog.
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File  Query Crganize Filter Results Wiew | Tools | Help
T S T = I R A «* | Shark Tips
QUEW el kS Query Wizard s
i Database |
= E_Ekssm“zge Fresults | zY:
ave Query Ny [4  Credentials
STIMNGRAY
SMORKEL-DM Preferences
[+ Thizk Mrive I rEmrereTm | p——

The Help menu (below) enables you to view QueryShark Help, debug information, License
information, and the About Box.

W File  Query Organize Filter Results ‘iew Tools | Help
B3R BHOMR @ @ Queryshark Help
| Query . Query |  Debug )
] ; License Information
3 o {E} Disk Storage Reszults for 2 syt
H Saved Cluery Name: Sy 30 About
] 14 STINGRaY _

From the Drill Down Window, the Drill Down menu (below) enables you to run a drill,
cancel, and clear results.

# QuerySHARK

Crill Down | Tools Help

il 428 Run Drill

A

Clear Results
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Database

QueryShark uses Microsoft SQL 2008 Express to store query information. SQL Express is a
free version of Microsoft's enterprise SQL database system, with some limitations. The
limitations of the free version are:

e Only uses 1 CPU.
e Uses a max of 1 GB of memory.

¢ 4GB maximum of database file size. (10GB maximum for SQL 2008 R2)

For QueryShark these limitations are not an issue.

SQL 2008 Express is automatically installed during the QueryShark installation only if SQL
2005 Express or SQL 2008 Express is not install. If ether of these SQL Express editions
are install, then QueryShark will use the existing installation.

QueryShark works with either SQL 2005 Express or SQL 2008 Express.

If necessary you can change the connection string to the database using the Database
dialog (shown below).

Copyright (c) 2007-2010 Golden Bits Software, Inc.
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Database connection E|

M3 SOL Express Databse connection string:

Data Source=\SOLEXFPRESS AttachDbFilename=CADocuments and SettingsiAll

Usershapplication DatayGolden Bits Software\Quenysharkd3.0.0.0Stingray.mdfIntegrated
Security=Trug;lser Instance=True;Connection Timeout=120

R ] [ Test Connection ] [ Save ] [ Cancel

Caution

This is the connection string used by CuenyShark to connect to the database, vou
should not change this string. Howewer, if wou do need to change the location of the
database orthe connection string itself, you can use this dialog to do so. Flease refer
to the Microsoft web site for the exact details of the database connection string format
and keywards.

However only change this connection string if you have a reason!!!

11 WMI

WMI is short for Windows Management Instrumentation. WMI is the core technology that
Microsoft uses to provide management services for Windows based systems. Every single
bit of management information is available through WMI. QueryShark leverages this deep
and robust infrastructure to collect system information and present this information in a
usable format. All of the management items available from QueryShark are derived from
WMI.

WMI itself is the Microsoft implementation of Web-Based Enterprise Management (WBEM),
which is an industry initiative to develop a standard technology for accessing management
information in an enterprise environment. WMI uses the Common Information Model (CIM)

industry standard to represent systems, applications, networks, devices, and other managed
components.
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One of the key concepts in WMI is the idea of a class. A class represents a collection of
information that relate to a specific physical or logical entity. For example, the
Win32_DiskDrive class contains over 30 fields which describe the details of a physical disk
drive installed in a system. Another example is the Win32_NetworkConnection which
contains over 15 fields which describe a network connection for a particular system. The
management items that QueryShark uses are based on these WMI classes.

The amount of information available using WMI is overwhelming. This is where
QueryShark shines!!! QueryShark organizes this information and provides you a way to
easily navigate the 1000's of WMI classes with ease. You do not have to know anything
about WMI, QueryShark exposes WMI in an easy to use and understand format.

For more detailed information about WMI, refer to the Microsoft web site.

The WMI class for each management item is displayed in the Query window. When you
click on a management item, the WMI class used is displayed. The screen shot below
shows this.

J Management ltems

ltem Disk Partition
=B [Eisk Storage/Caonfig Item Description
s = D:s Partlnn Bootable Bootable
#-] Logical Disk Boot Partition Boot Partition
#-=] Quota Setting Description Description
#-£L1 Event/Error Logs MName Name
: t mﬂsrc,::ﬂptl?cations Nurnber Of Blocks Nurnber Of Blocks
DB Network F-‘.nmﬂry Partition P.rlmary Partition
Size Size

#-E Network Performance
#-£L1 Operating System
+-E Software

#-fL) System Configuration
#-fL1 System Information

+ff System Performance : S : : -
Disk Partition is base on the "Win32_DiskPartition' WMI class.

The WMI class name is dispayed
here for each management itermn.
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12 Messages and Activity

Various messages and QueryShark activity is logged in the Messages window (show below).
The purpose of this window is to display activity and any errors QueryShark encounters.

Use the "Show Messages" menu item show below to display and hide this window.

Help |
= QueryShark Help
Debug 4 Enable Debug Trace Menu item to display
License Infarmation Show Messages the messages
i/ About Select Debug Logfle  [—— - window.

L

The Messages window.

Meszages

================= (JuenyShatk starting ================

Locall)serappl ataP ath: C:hDocuments and SettingsdgereauxtLocal 5ettings\application Data\Golden Bits Software\EuemSharkss.0
CommandpplataPath: C:\Documents and Settings\all U sershdpplication D ata\Golden Bits Software\QueryShark'a.0
QuemShark Yersion: 5.0.0.0

QuerpShark Build number: 35

MET Runtime wersion: 2.0.50727.3615

Connecting to the database...

M anagement definitions, wvergion: 3

D atabase table versior: 5.00

SOL Express wersion: 09.00.3042

Successfully connected to the database.

Messages

13  Accessing Remote Systems

Overview

WMI is the core technology that QueryShark uses to access system information. To access
remote systems, WMI requires that the system making the query has the correct
permissions. These permissions are generally referred to as credentials, where credentials
simply mean the correct domain\username and password combination. These credentials
are used as part of Microsoft's domain security model, only those Windows based systems
which can participate in a domain can access WMI information remotely. Since the home
edition versions of XP and Vista can not participate in a domain, they can not access remote
system information. While you can use QueryShark on a Windows home edition of XP or
Vista to collect local information, the real power and capability of QueryShark will not be
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available.

QueryShark provides three ways to use credentials when accessing remote systems: 1) as a
domain administrator, 2) as a specific user, or 3) as the currently running user (the user who
started the QueryShark application).

Domain Administrator

You can use the credentials of a domain administrator, domain admins almost always have
permission to access WMI information for all of the systems in the domain. Unless
specifically disabled for some reason, the domain administrator should have access to WMI
information for every system that belongs to the domain. QueryShark enables you to enter
domain credentials for several domains.

Specific User
You can use the credentials for a specific domain or local user only if that user is given

permission to access the WMI information on a system. Usually this means the user is part
of the local administrator's group.

For example, say JohnG is a local user for the system Laptopl. You can use JohnG login
information, only if JohnG has permission to access WMI on Laptopl. Another example, if
the domain user Mary who is part of the WesternRegion domain (WesternRegion\Mary) is
part of the local administrator group for the system MailServer, then you should be able to
use Mary's credentials to access WMI information from MailServer.

Current User

QueryShark inherits the credentials of the user that started the QueryShark application. If
this user is domain user then QueryShark will be able to access the WMI information for all
of the systems in the domain.

How Credentials are used

QueryShark enables you to specify credentials for a domain user and for a specific system.
The Credentials dialog enables you to enter domain credentials; for system specific
credentials you use the Current Systems tab in the Systems Window Pane.

QueryShark uses credentials in the following precedence order:
1. Any system specific credentials.
2. Domain credentials.

3. Currently running user credentials.

If any system specific credentials are set, they are used. If there are no system specific
credentials, then if there is a domain credential for this system, it is used. If there is no
system or domain credentials, the credentials of the current user are assumed and used.

If you have entered system specific credentials for a system, then these credentials are
used. Even if there are also domain credentials for the system. For example, if the system
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Projectl is in the Marketing domain and the credentials for user Tom have been set for this
system (Projectl) and the domain credentials of JohnAdmin for the Marketing domain (
JohnAdmin belongs to the domain administrators group) are also set, QueryShark will use
the credentials for user Tom.

Best Practices

While QueryShark is flexible in how credentials are used, it is always best to limit your
exposure to attacks (typically referred to as the attack surface). For QueryShark this means
using the credentials of the current user. Ideally the current user belongs to the domain
administrator group, thus by default QueryShark will automatically use these credentials.

If it isn't possible for the current user to belong to the domain administrators group, then the
next most secure approach is to enter domain credentials using the Credentials Dialog.

No system is 100% secure; new threats appear over time.
QueryShark uses strong encryption and encrypts everything in
memory, stored in the database, and on disk. However if you have
any information that must remain confidential and can not be
exposed in any way, then do not use QueryShark to collect that
information.

13.1 Credentials Dialog

The Credentials dialog is used to save domain specific credentials. To access the
credentials dialog, use the Credentials menu selection (show below).

File  Query Crganize Filter Results Wiew | Tools | Help
S ek e <% Shark Tips
QUEI’Y Qi Query Wizard Diicls °
i=% D Database |
T Efkssm'zge Fesuls f 52 AM
] 2 e Huery M{ [& Credentials
STINGRAY
bd SHORKEL-DM Preferences
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The Credentials dialog enables you to specify credentials (domain\username and password)
for a domain user. This solves the problem of providing credentials for systems that belong
to different domains. Usually only users who belong to the domain administrators group are
added here. The Credentials dialog is show below.

4 Domain Credentials

Domains: Login Information

GoldenBits .
Domain: | WesternRegion |

Manufacturing Usemname: ||.Johm’-".dmin |

Password: | ——————— |

Confirm
Password: | """" |

[] Save to disk.

| Add | | Deete | | Hep |

| ok | | cancel |

Click on the Add button to add a domain user. Only one user per domain is permitted.
Click on the Delete button to delete a domain user.

If you wish to save credential information (Login information), for a domain click the 'Save to
disk' checkbox. This will save the information for the domain to disk. The next time
QueryShark is started, it will use this saved domain information. If you do not save to disk,
then QueryShark will keep this information encrypted in memory. When QueryShark ends,
this information will be deleted.

To edit domain information, select the domain and change the username and password as
necessary.

If you click on the Cancel button, then any changes are lost.
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13.2

Access Errors

Sometimes when trying to access a remote system an error will be returned. There could be
several reasons, one of them being the correct access credentials (domain/username and
password) are not being used. Another reason is the target system's firewall is preventing
remote WMI access. When this occurs, the error information is displayed in the query
results for that system and in the error dialog.

Access errors due to incorrect credentials are reported as:

Error code: [SRE_WMI_CONNECT_FAILED] WMI scope connect failed.
Error on connect to system: CAIRNS SystemException: Access is denied. (Exception from
HRESULT: 0x80070005 (E_ACCESSDENIED))

When a query error occurs, the error is displayed in the results for the system and from the
Query Error dialog.

& QuerySHARK f @g|
Fle  Query Organize Filter Results View Tools Help
G HEHO R e
Query Query ltems  |[S Disk Storage |[ System Information
=45 Disk Storage Resulls for 3 systems. 9/4/201011:17 AM
H Saved Query Mame: Disk Storage. - Ermors ocoured.
STINGRAY
SHNORKEL-DM
CAIRNS STINGRAY Disk Diive isk Pari
Disk Drive SHORKEL-DM Disk Partitions

Disk Partitions
iZ5 Disk Health

Name

Size
| Ermar on connect to systern: CAIRMS COM eror The RPC server |

Free Space

Cription Drive Typ

£2% Errars, Recent

425 Enors, Systemddpp

i55 CPU, Bios

25 CPU. Memory Check

25 System Infoimation §
£55 System Information, Detailed
45 Gystem Hot Fizes

{f} Met Adaplers, Shares

iZ5 Met Perfomance

25 Hardware Summary

&P U ardiimee Puabeil

425 Erors, System i f

Select button to display all the

Error message errors encountered for this query.

Permission errors are different than not being able to connect to a remote system. If you try
to run a query and one of the systems in the query is turned off, a connection error will
occur. The following is the connection error message:

Error code: [SRE_WMI_CONNECT_FAILED] WMI scope connect failed.
Error on connect to system: CAIRNS COM error: The RPC server is unavailable. (Exception
from HRESULT: 0x800706BA)

See the Systems section of the help for more information on how to verify access to a
specific system.
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Firewalls, Windows 7 and Vista

Connections errors also occur because the target system's firewall settings are blocking
WMI RPC communications. For Symantec, McAfee, or other vendor, you will need to check
the vendor's documentation.

If you are using the Windows Firewall for Windows 7 or Vista make sure the Windows
Firewall has WMI enabled; the following screen shot shows WMI enabled.

Windows 7 Firewall Setting:

Eile Action View Help

=2 2B = BE

P Windows Frenal with Advanc|
3 Inbound Rules Name Group Profile Enabled Action Override
Outbound Rules
%y, Connection Security Rules .Wmduws Firewall Remote Management (RPC-EPMAP) Windows Firewall Rermote ... Deomain  No Allow No

P ;; Monitoring .Wmdows Firewall Remote Management (RPC-EPMAP) Windows Firewall Remote ... Private.. No Allow No
8 Firewall @Wmdows Management Instrumentation (ASync-In) Windows Management Instr.. Domain  Yes Allow No

5 Connection Security Rul @Wmdnw; Management Instrumnentation (ASync-In) Windows Management Instr... Private.. Yes Allow No

b 52 Security Associations @Wmdows Management Instrumentation (DCOM-In) Windows Management Instr.. Domain  Yes Allow No
@Wmdows Management Instrumentation (DCOM-In) Windows Management Instr... Private.. Yes Allow No

@Wmdows Management Instrumnentation (WMI-In) Windows Management Instr.. Private.. Yes Allow No

@Wmdows Management Instrumentation (WMI-In) Windows Management Instr.. Domain  Yes Allow No

To allow WMI remote access through the Windows 7
firewall, set these inbound rules to "Allow"

Vista Firewall Settings:
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. - R
ﬂ Windows Firewall Settings X
Exceptions | Advanced

I Exceptions control how programs communicate through Windows Firewall. Add a i
program or port exception to allow communications through the firewall,

Windows Firewall is currently using settings for the domain network location.
What are the risks of unblocking & program#

To enable an exception, select its check box:

Program or port

[Jremote Scheduled Tasks Management

[JRemote Service Management

[ remote Volume Management

[ routing and Remote Access

[ sMMP Trap

[ windows Collaboration Computer Name Registration Service =
[ windaows Firewall Remote Management

Windows Management Instrumentation (WMI) *‘_

m

[ windows Media Player Wkl must be
[ windows Media Player Metwork Sharing Service  checked
[ windows Meeting Space —
[ wWindaws Peer to Peer Collaboration Foundation i
| (YT P o Py By Y P —— +

[ Add program... ] [ Add paort... ] [ Properties ] Delete

Motify me when Windows Firewall blocks a new program

[ (0]4 J [ Cancel ] Apply

14 Health Checks

Health Check items are used to check key system health parameters such as disk space
and CPU performance across multiple systems. Health Checks enable you to collect
information such as : "Show me which systems have less than 10% free disk space?"
QueryShark will check each system in the query for less than 10% disk space, if a system
has less then 10% disk space it is display in the query results. If a system has more than
10% free disk space then it is not displayed in the results.

This is one example of a Health Check, QueryShark provides many Health Check items for
your use. You use a Health Check item in a similar manner as a management item, simply
drag and drop the Health Check into a query and run. You can also combine Health Checks
with other management items in the same query, it just depends on your needs.
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Filtering Results

When running a Health Check, QueryShark will only display those systems that meet the
criteria (such as less than 10% disk space) and filter out the other systems. For example,
let' s say on your network you have 10 systems, of which 3 systems are busy 100% of the
time. When you run the "CPU Busy > 90%" Health Check on these systems (10 systems
are in the query along with the Health Check), the only those 3 systems are displayed in the
results. If no system was busy > 90% of the time, then no results would be returned.

You can combine Health Checks with other management items. When you do the results
are not filtered because you have included another management item. It is necessary to
display this management item, thus QueryShark will not filter the results. For example, if you
use the Health Check "CPU Busy > 90%" and also collect the BIOS version information,
then the results will not be filtered because for each system the BIOS version information will
be displayed.

Health Checks

The Health Checks are located in the same tree view as the other management items. The
following shows the Health Checks:

Gluery ltems

Systems Management Items
id MARYAISTA
FJ SNORKEL-DM ltem
bd STINGRAY +-EL Event/Emor Logs ~
+-EL Hardware
=9 Health Checks - Storage
Health Checks +- 5 Disk Free Space < 1 Gig

+- 0 Disk Free Space < 10%
—- +- 5 Dizk Free Space < 100 MB
+- 5 Dizk Free Space < 250 MB
+- 0§ Dizk Free Space < 5%
+- G Disk Free Space < 500 MEB
=9 Health Checks - Spstem
+- G CPU Busy 100%
+- G CPU Busy > 70%
+- G CPU Busy > 90%
+- 0 Memomy O Free Bytes
+- 0 Memomny 15% < Fres
+ -0 Memary 5% < Free
+ G Recent Erors 24hrs
+- G Recent Erors 72hrs
+-E MS Applications
+-EE | Metwark
+-EE Mebwork - Wireless

.. EF hlabumrl: Parfarmansa
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Here is a brief description of each Health Check item.

Disk Free Space

Examines how much disk free space is available as a percentage or an absolute number.

CPU Busy

Examines what percentage a CPU is busy. If system is overloaded the CPU will be very
busy, sometimes busy 100% of the time. This Health Check polls the CPU three times over
1.5 seconds to determine if the CPU is busy greater than a certain percentage.

Memory Free
Examines how much physical memory is free based on a percentage.

Recent Errors

Returns the most recent system errors that have occurred within 24 or 72 hours.

15 Filtering Results

Result Filters enable you to further refine your query results. You can filter out individual
systems and management items. For example, if you have a query result that contains 30
systems, but you are only interested in 2 of the 30 you can filter out the unwanted 28
systems.

You can create a result filter for the current query results AND any previously saved queries.
Going back and creating a filter for a previously saved query is very handy.

Another nice feature is the ability to save your filtered results.

The Filter Result menu (below) is used to Create/Edit, Delete, and Saved Filter results.
When a filter has been created for a query, a filter icon will appear next to the query
indicating as such. When creating a filer for a previously saved query, just select the saved
guery and then use the "Create/Edit Filter" menu selection.
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32 | Filter Results | Wiew Tools Help
Y Create/Edit Filter

% Delete Fiter ms

Save Filtered Results

. 344,

| T gy Jr

Query

fos Disk Storage Filter icon
555 Disk Health

= FEEITT 7 4 appears when
£ Errors, System a filter has

£=% Erors, Spstemdépp been created

£=% Hardware Detail r?r fora query.
i=3 CPU, Bios

When a filter has been created for a previously saved query a filter icon will appear next
to the saved query.

=45 Sypstem Information x"r
=k Saved
5442010 1:21 PM
Infa from tuesday Y -gp——— Filter has been created

g STINGRAY for a previously saved
id SNORKEL-DM query.
CAIRNS
Computer Spstem
05 Info

You can also create a result filter by right clicking on a query or a saved query. The context
menu contains selections for creating/editing and deleting a filter.
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File:
RS GHOM R e
Query

Query Organize  Filter Results Views Tools Help

Query ltems  |[S SvstemInformation | &

i=% Disk Storage
i2% Disk Health

Reszults for 3 spstems, /42010 1:27 P,
Guery Mame: System Information.

R System |nfopme i

I Saved | <@ Run Query
id STINGF
SNORK
CAIRM

Computer §

05 Info
£5% Erors, Syste
£5% Erors, Syste 0
i%% Hardware D
i85 CPU, Bios
25 CPU, Memar
£2% System Infor
£¥% Systemn Hot B

Run - windoe

[emy QLery

Copy Quety
Fenarne

Delete

\nT

% Delste Fiter

Create Systern Group

Create/Edit Filter

Rax

Computer System nc
EL-Dibd
E Mame tiodel
CAIRMS | Wostro 230

Filter selections

[an I Y I S Sy )

When a filter has been created for a query an filter icon will be displayed with the results
along with a checkbox to apply the filter to the query results. You can check or uncheck the

checkbox and see the results being filter.

# QuerySHARK

Fle  Query Organize Flter Results view Tools Help
RS EHO N
Query

Query Items |l SystemInfomation | [ Disk Storage

=1k

CPU Processor
5% Enors, System
£55 Enors, Systemddpp
25 Hardware Detail v
£33 CPU, Bios
£25 CPU, Memory Check

G S Cicbarn lnkreen sbine Diabailad

&(:5} Query

(:Q Drill Down

3! Systems
Management Items

To save the filtered results,
select the save button.

| <

'

{5 Disk Storage A Results for 3 systems, 9742010 137 P 74 -4— | checked. the filter has @ Close
i Disk Health . Query Name: Syster Information i - been applied to the results
= iZ5 SystemInformation &7 Save Filkered Results
I Saved
id STINGRAY — T
[ Ci ter Syt
SNORKEL-DM NORCELOM amputer opstem | 05 Info ystem Devices CPU Processor
id CAIRNS CAIRNS Mame tdodel System Type D omain Domain Role anutacturer OEM Strity
Computer System STINGRAY | Latitude DE20 | #BE-based PC | GOLDENEBITS local Member Wk station Dell Inc. Dell System, S[000:
05 Info
SystemDevices
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15.1 Saving Filtered Results

One of the great features of filtering is the ability to save your filtered results. Often times
you will run a query on your systems and then filter the results. The filtered results are really
what you want to keep, no problem just select the "Save Filtered Results" button and your
filter results will be automatically saved with "_Filtered" appended to the query name. The
following screen shot shows how the saved filters are name:

=-iZ5 System Information W7
=5 Saved
974520010 1:21 PW )
«— Saved filtered
id STINGRAY results
id SNORKEL-DM
id CAIRNS
Computer Syzstem
05 Info
Syztem Devices
CPU Processor

15.2 Creating/Editing

To create or edit a filter, select the "Create/Edit Filter" menu item. This will bring up the
Filter Results dialog show below. When saving, the filters are saved in the database. This
enables you to change the filters as often as you like without having to re-enter any
information.
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X

& Filter Results

Items to filker from resulks:

5ystems| M anagerent lbems |

[ZlComputer Spstem : Management ltems
05 Info

Systern Devices
CPU Processar

[ Select/Deselect Al Unchecked items are added tothe filter list.

| ok | | canel | | Hep |

When you create a filter you select the systems and management items you want excluded
from the results. To exclude an item, simply click on the checkbox next to the item you
want to exclude and it will appear on the right side of the dialog. This is true for both
management items and systems. The screen shot below shows several management items

that will be excluded from the results.
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16

& Filter Results

X

Systems [tems to filker from results:

[5] Computer System Management ltems
= [E] 05 Info

Caption - .

- | Computer Spetemn,/Total Phpsical Memor

Service Pack |:| Y g Y

i ~| 05 InfoMersion
Build Murmber -
Eversign unchecked - | OF Into/Description

[] Description

Drgahization

Free Physical Memany

Free Yirtual Memory These items will be excluded

Boot Device
Last Boot Up Tire from the results.

b anufacturer

Muriber OF Ugers

05 Language

Status

Suite Mask
Syatemn Devices
CPU Processor

~| Computer Spstem/Systern Type

[ Select/Deselect Al Lnchecked items are added tathe filterlist.

| ok | [ canel | [ Hep |

Query Window

Query Window Layout

The Query Window enables you to build and manage queries. The far left window is the
tree view of all of the queries in QueryShark, the right side of the window contains systems
and management items. To create a query simply drag and drop a system or management
item to the query tree. A query is comprised of management items and systems to collect
this information from. You can think of a query as a question such as "What are the network
adapters for all of my systems?" To answer this question, simply create a query and add
the systems and Network Adapter management items. The query acts as a bucket of sorts
for the selected systems and management items.

The term management item refers to a physical or logical entity which can contain sub fields
that provide the actual detailed information about that entity. For example, a disk drive
management item will contain fields for manufacture name, size, and type. When building a
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guery, you can fetch all of the fields or just select the specific fields you are interested in.
This management information is organized into groups in the Query Window.

The power of QueryShark is in the ability to quickly and easily query all of your networked
systems. Do you want to know how much memory every system has? Just build a query in
10 seconds and you will know the answer. When you build your queries, you can constantly
add and remove management items, fields, and systems to fit your needs.

Adding items to query

There are three possible ways to add a management item or system to a query.

1. Drag and drop the management item or system to the query. As you move the cursor
over the different queries, the query will highlight to show you which query you will drop the
item into. If you drag an item to a location where there is no query, then you will be
prompted to create a new query.

2. You can right right click on a system or management item. When you do, a popup menu
will appear containing the most recent four queries you have accessed. When you select
one of the query names, the system or management item will be added to that query. The
popup menu looks as show below.

Network Adapters
+ = Metwork Connectig &) Error Logs Template

+ -_ServerCDnnectiDr 3 Disk and Devices
#-=| Share

| TCPIP Printer Part| = Sample Query
#-E Metwork Performance &2 Perfarmance Template
#fL Operating System T

1 FE L

+

3. You can also use the 'Add <blank>' where <blank> is either a management item or system
name. This item will be added to the currently selected query. In the sample below the the
'Video Controler' will be added to the 'Hardware Detail' query.
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File  Query | Crganize | Filter Results  Yiew Tools Help

Doop @ oo | g Mew Query

Query Copy Query ery ltems |

€5 Dik Stog @ Acld CAIRNS 'ms Management Items

% DiskHeall g adg ideo controller’ [ 9

428 System In BIRHS

{E‘} Errarg, Sw @ Delete \ ORKEL-DM ltem

=425 Erors, Sy Rename INGRAY t angement Item

I Savec Croate Sweterm G [=] System Errors

Systn_amEr oy Create Systemn Group ] llErors
Application Emrars = Al Events

=R Hardware Detad v = .

I Saved 1= | Applization Ermors

CPU Processor ;:l Disk Drive
OnBoard Device =] Quota Setting
Physzical Memory |=] Physical Disk. Drive
SCSI Devices |2 Disk Quota
Video Controlles g | Will add “!:fidEl:l [E] Disk Partitions
Battemn Controller® to the ] Physical Memary
BIOS query. ——

£ CPU. Bios 1= | Video Contraller

i25 CPU, Memar Check ;_l Video Settings

£25 System Information, D etalled ;_l LPU Processar

Query Display

Each query is displayed in the query tree on the far left side. The management items and
systems are shown below any previously saved queries. You can expand each
management item to display the individual fields.
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Query
i=% Installed Products ~
=i Disk and Devices
IH Saved
{4 Stingray
{d SNORKEL-DM
{4 Catalina
System Devices
= Logical Disk
Compressed
Description
File System Management
Free Space  Item fields
Media Type
Name
Furpose
Quotas Disabled
Size
Yolume Name
=
Bootable
Boot Partiion
Description
Name
Number Of Blocks
Primary Parition
Size 3

Qﬁ Query
r\_& Drill Down
-L)‘g Systems

Management Items

-

L]

Modifying a Query

One of the powerful features of QueryShark is the ability to modify the contents of a query.
You can easily add and delete management items and individual fields as needed. To
delete an item, management item or system, select it, then use the 'Delete’ menu selection
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from the Organize menu. You can also right click on the item and select delete. In the
example below, the 'CPU Processor' management item will be deleted from the query.

-5 - - - - - E

x

I Saved

{=s Hardware Detal V¥

(R CPU Processo

+- OnBoard Devic

+- Physical Memor

+- SCS51 Devices

+- Wideo Controlles

+- Batteny

+- BIOS

CPLU. Bios

CPU, Memory Che

System |nformatio
System Hot Fixes

f=5 Met Adapters, She

f=5 Met Performance

=i Emars, Recent

I

x

o)

ey

GG

=i Hardware Summal T

Rurn Query
Fur - wWiniclow

e Ly

Add “Wideo Contraller!
Add 'CAIRMS'

Delete
Create System Group

CreatefEdit Filter

Delete Filter

In addition to deleting an item, you can also modify the display order of management items,
fields, and systems. This enables you to control the order in which systems and
management information is displayed.
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16.1 Management Items View

There are two ways you can view the management items available, either as a list or a tree.
The list view show each management item as a single line item, the tree view groups the
management items into common categories. From both of these views, you can drag and
drop a management item into your query. You can toggle between these two view by
selecting either Tree or List.

The list view is shown here:

Management ltems O Tree @ List

Item Video Controller

Mangement |tem Group # || Item D escription

~| System Emors Ermar/Event Lo Adapter RAM Adapter Rk

~| Al Errors Erar/Event Lor— || Availability Availability

| &l Events Enar/Event Lo Current Harizontal Resolution Current Horizontal Resolution
“| &pplication Errars Error/Event Lon Current Mumber Of Colors Current Murnber Of Colors
| Disk Drive Disk Storage Current Refresh Rate Current Refresh Rate

" Quota Setting Disk Storage Current Sc:a.n Mode . Current Sc:a.n Mode .
= . . . . Current Yertical Resolution Current Vertical Resolution
- | Physical Disk Drive Disk Storage Descrint Descrint

-| Disk Quata Disk Storage EsETpen . EeEnpron .

- .. . Installed Display Drivers Installed Display Drivers

- | Disk Partitionz Disk Storage

- Phusical M Hard Mame Mame

= .ysma emary ardware Status Status

- V!deo Eon.troller Hardware Yideo Architecture ideo Architecture

= Wideo Settings Hardware Wideno Mode Description Wideo Mode Description

- CPU Processor Hardware Yiden Processor Yideo Pracessor

-| BIOS Hardware

~| 5CSI Contraller Hardware:

~| Painting Device Hardware: . . .

= System Enclosure Hardware o List view of management items
< ¥

Bookmarks

The tree view is shown here:
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16.2

J Management ltems

Item

Disk Storage Query ltems

+-EE Digk Starage

#-EE Emor/Event Logs

+-E2| Hardware

+- 9 Health Checks - Storage
+- 9 Health Checks - Spstem
+-E M5 Applications

H-EE T Metwork

H-EL| Mebwork - Wirsless
+-EE 0 Metwork Performance
#-Ef Operating Systemn

E Peripherals

E Software

FE System Configuration
E Swstem Information
55

-
-
3
-
+ System Performance

Running a Query

Item Description
Dizk Drive Diizk. Drive
Digk Partitionz Digk Partitions
[zl Quota Tracks disk space quota usage for HTFS file system wolum
Phyzical Digk Drive Representz a phpzical dizk drive.
[(luota Sefting [Juota Setting
Tree view

Running a query is simple, just select the query you wish run and use the 'Run Query' menu
selection. You have two options for viewing the query results, you can view the results as a
tab or you can view the results in a separate window. The phase 'Running a query' means
for each system in the query all of the management items in query will be fetched. Or to
say this another way, each management item specified will be fetched from each system in
the query. In the sample below, our Sample Query will be run.
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& QuerySHARK

Query | Organize  Filter Results  Wiew Tools Help
(g Run Query

&5 Run - Window 1 Query Iten
o ' Sesults for 3 spstems, §
% O I sSave Juery Mame: Hardware
]
S " SNORKEL-DM
£=5 Ermors, Spstem ETINGRAY
i=5 Ermors, Spstemdbpp
I =R35Y H ardware Detad "-f
I Saved
d CAIRNS
i SHORKEL-DM
STINGRAY
BIOS
CPU Processor

OnBoard Device
Physical Memorny
SC51Devices

Video Controller

Batteny

| #-i55 CPU, Bios

=3 CPU, Memony Check

i=% Spstem Information, Detailed

b e e

While the query is running a progress bar is displayed, you will also see an icon spin next to
the query in the tree. Queries are run in the background, so while the query is running you
can work with other parts of the QueryShark application. If you wish, you can also cancel a
guery by selecting the 'Cancel' menu selection. In the example below, the 'Disk and
Devices' query is running. Notice the spinning icon and progress bar in the result display.
While the query is running you can cancel the query by using the Cancel button or Cancel
menu selection.
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Eile | CQuery | Organize Wiew Tools Help
R R
Quel = Query ltems | (& Installed Products | [& Sample Cuery |’;'_',5'D'\'é'ii"é'n'd"Ej'é'{)'i'c';é's";
% In| 4 Cancel [ 3% | [ Cancel
ERRE ]
- stem stem Devices
t" Sy Sy D
E, ESystem EDescriptiDn DevicelD
4 Catalina Stingray IMotherboard Motherboard
- Metwork Adapters i {OHCI Compliant IEEE 1394 Host Cantroller PCIWEN_12174
=425 Disk and Devices & i et m ] Dbt © 1 A1k A
Hbi Saved System Description DewicelD
Stingray
= SHORKEL-DY
4 SNORKEL-DM
3 Catalina
System Devices System Description DevicelD
Logical Disk .
Disk Partition Catalina Motherboard Motherboard
£ Performance Template . Auto HP Laser.
o _oneTEnEe e omromnedb A4S Lerb et ol Dbt ol Fr SR BNOE:

You can run multiple Queries concurrently, while one Query is running just start another.
When a query is running, the spinning icon will be displayed next to the query. The screen
shot below shows this.

Eile  Query Organize Yiew Tools Help
B D @O e
Query Query Items
i3 Installed Products @ [ i l [ Cancel ]
{5 Sample Query @& Spinning icon -
‘% Disk and Devices & when a query is Systemn Froducts
%5 Performance Template running !
{5 Error Logs Template Systam

i% Hardware Template Catalina
25 Metwork Info Template

@ Installed Praducts I

EDescriptiDn

Also while a Query is running you can continue to work with other parts of the QueryShark
application, you do not have to wait for a Query to complete. However, before exiting the
QueryShark application you should cancel all running Queries.

Re-Running a Query

One of the powerful features of QueryShark is the ability to easily modify a query and re-run
the query with your modifications. For example, let's say you created a query to fetch all of
the processes for your systems and ran the query. After viewing the results you decided
that the 'Process Id' field of the 'Processes' management item isn't necessary and you would
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like to know the amount of memory installed on each system. Using QueryShark you can
delete the 'Process Id' field and add the 'Memory Resources' management item to your
guery. Once your edits are complete, just re-run the query. You can continue this cycle of
running and editing a query until you are satisfied with the results.

16.3 Window or Tab

When you run a Query you have the option of displaying the query as a tab within the Query
Window or as a separate window. A separate window is handy when you have a query with
a lot of results. The menu selection enables you to select either a tab or new window.

& QuerySHARK

File | Quety | Organize  Filter Results %
crgh i A R Query
Quel £ Run - Window |
‘S0 Hes
=g O H save e
(<
I
o
il " T

If you run a query, the query will be displayed in one of the tabs in the Query Window.

4 QuerySHARK =19
File  Query Organize Filter Results Wiew Tools Help

GG RHOMRe

Query results displayed as separate tabs.

Query Query ltems |& Hardware Detail | (& Sestem Infarmation ||_S CPL. Bioz |

55 D -
7 i# Disk Storage | Results for 3 systems, 3/4/2010 3:41 P, (o) U=
[=h-4z5 Disk Health Query Name: CFU, Bios.
I Saved

Disk Free Space < 10%

Disk Free Space < 250 MB CPU Processor | BI0S
=5 System Information “f CAIRNS
Errars, System SNORKEL-OM Architecture Marme Drescription Auvailability
i3 Enmors, Systemddpp %05 ‘ Irtel(R) Core[TH)2 CPU %86 Family 6 Model 15 Stepping 6 | Running/Full Pawer

1455 Hardware Detail Y’
I Saved
4 CAIRNS
SNORKEL-DM
STINGRAT
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If you run a query in a separate window.
& System Information D@@
File Cuery Filter Results  iew
@ G
Fesults for 3 systems, 9/5/2010 314 AM.
Query Mame: Spstem |nformation.
System Devices Computer Spstem 05 Info CPU Processar
SL‘DNF?E;:DM Caption Device ID Name Status 7‘
High Definition Audia Device HOAUDIOWFUNC_D18VEM_10ECED High Definition Audia Device gk
ATA Channel 0 PCIDENDECHAMMEL 4&99CFBECE ATA Channel 0 ok
ATA Channel 1 PCIDENDECHAMMEL E93CFBECE ATA Channel 1 ul
Intel(R] 82801 GBAGRAGH [ICH? Family PCINVEMN_B08EEDEY_27COESUBSY Intel(R) 8280 GBAGRAGH (ICH? Fam | OK
atherboard atherboard Motherboard arK
NETBT ROOTALEGACY_NETBTY0000 NETBT Degraded
Temninal Server Keyboard Driver ROOTYRDP_KBDNOO0O Terminal Server Keyboard Driver QK
TCP/IP Registry Compatibility ROOTHYLEGACY TCPIPREGAO0O00 TCR/IP Registry Compatibility Degiaded
One result is displayed at a time. An important note is that only one result display (tab or
window) will be used at a time. Query results are displayed in either a tab or full window, but
not both. The reason is to avoid any confusion, when you are viewing query results -- you
know you are viewing the current results.
16.4 Results

Query results can be displayed either as a summary or detailed view. The summary view is
much more compact as compared to the detailed view. You can quickly switch between the
detailed and summary view by using View menu selection.

Detailed View

The detailed view shows more result information at a glance, see the sample below. The
detailed results window is divided into two areas, a tree which lists all of the systems and a
tab area which displays the results organized by tabs. When you select a system in the
tree, the results specific to that system are displayed in the tab area. Select the individual
tab to view the detailed results for a specific management item. You can also hide the
system tree and display the results for all of the systems combined into one view. The
button marked "<<" enables you to toggle between viewing results for all of the systems
combined or just one for individual system.
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=)

Cuery ltems [& 05 Info Template | [ Hardware Template

Fesults for 4 systems, B/7/2008 2:37 P, .’f’ Cloze

Stingray CPU Processor | SCS| Devices | OnBoard Device | Wideo Controller | Physical Memaory | Disk Drive | USE Devices
CATALIMNA
MARYMISTA Compreszed Drescription Device Dirive Type File Syz Free Space M aximum Comp Media Type
SMORKEL-DM False Local Fixed Digk [ Local Disk WTFS| 78.871.621.632 | 255 Fixed hard disk me
CD-ROM Disc D Compact Disc Femovable media
Individual
systems Results are shown for the selected system.

Use the toggle button to switch between a single system view or a combined view. The
combined view will show all the results for all of the systems in the Query.

Querf Items L-Ei 0S Info Template L-S Hardware Template

Resuls for 4 systers, 6/7/2008 2:37 PM.

l——| LUse button to toggle between
Stingray single system display and 8 | o1, Board Device | Vide
CATALINA comhbined display. _
MARYAISTA B Dess
Falze Local Fired Disk, C:
CD-ROM Disc D:

The image below shows the display when you hide the system tree and combine the results
for each system in the Query.
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Query ltems

Fesults for 4 systems, 6/7/2008 2:37 P,

=

[& 05 Irfo Template | [ Hardware Template

CPU Processor | SCSI Devices | OnBoard Device | Yideo Controller | Physical Memary | Disk Drive | USE Devices
System Compressed Drescription Device Dirive Type File Sys Free Space b aximum Comp Media Type

Stingray Falze Local Fixed Dizk. C: Local Disk. WTFS| 36.029,706.240 | 255 Fixed hard disk medi
Stingray Falze Metwark Connection z Metwork Drive MTFS| 78.871.547.904 | 255 Farmat iz unknown

CATALIMA 3142 Inch Floppy Drive A Femovable Disk. 31/2-Inch Floppy Di
CATALIMNA False Local Fixed Disk C: Local Digk NTFS| 24,107 970,560 | 255 Fixed hard disk medi
CATALIMA CD-ROM Disc D Compact Disc Femovable media of
MARYAISTA 3142 Inch Floppy Drive A Femowvable Disk. 31/2-Inch Floppy Di
MARYAISTA False Local Fixed Disk [ Local Digk WTFS| 53,668.006.608 | 255 Fixed hard disk medi
MARYAISTA False Local Fixed Disk D Local Digk WTFS| 7.053.094.912 | 255 Fixed hard disk medi
MARTWISTA CO-ROM Disc E: Compact Dizc Femowvable media ot
SHNORKEL-DiM False Local Fixed Disk C: Local Digk NTFS| 78871621632 | 255 Fixed hard disk medi
SHORKEL-DM CO-ROM Disc D Compact Disc Remaovable media ot

?

System Name

Summary View

Results from each system are combined

The summary view combines the results for each management item under one column
header. You can resize the individual columns and scroll through the results by holding
down and dragging the mouse when hovering over the results. The compact view is shown

below.

& QuerySHARK

B EHOR e

Query

=5 Disk Storage
[z {25 Disk Health
I Saved
Disk Free Space ¢ 10%
Disk Free Space ¢ 250 MB
=455 SystemInformation ¥
b Saved
- STINGRAY
CAIRNS
System Devices
Computer System
05 Info
CPU Processor
Ermors, Spstem
=3 Ermors, System/Bpp
25 Hardware Detal %
b Saved
i CAIRNS
i SNORKEL-DM

i STINGRAY

EIOS

Fle  Query Organize Fiter Results Wiew Tools Help

Query ltems  |=

—

4 Results for 2 systems, 9/4/20010 346 PM.

Query Mame: System Infarmation,

Spstem Infarmation

[ Apply resultfilter

System System Devices
System ECaplion Device ID Name Statuz
STINGRAY {Motherbaard Maotherboard Matherboard
i nteral Battery 7815anyoDELL WHS?1 DELL WHNS718 ak
{Portable Battery Portable Battery 0 DELL wWMI7187
{Kemel Services for DSF - ROOTWDSFKSVCSAO0  Kemel Services for - Degrad
{DsfRoot for DSF ROOTWDSFROOTYWOO0 DsfRoct for DSF 0K
{ACP Multiprocessor PC ROOTYACPI_HALAIOD0  ACP! Muliprocess  OK
Y A CPL Coronl CEL_HALLEMEOCOZA b £ ACELCo (1K
System Caption Device ID Mame Status
CAIRNS High Defintion Audio De HDAUDIOVFUNC_0148Y  High Definition Aud OK
Matherboard Matherboard Matherboard oK

ATA Channel 0
ATA Channel 1
IntellR) 82801GB/GR/G

METAT

PCIDEMDECHANNELY
PCIDEMDECHANNELY
PCINVEN_BOBREDEY_2

AOATLLEE AR RIETR

ATA Channel 0 0K
ATA Channel 1 0K
IntellR) 82801GB/ 0K

METAT [ —1

Results for each
system are displayed
separately

You can expand the individual result rows and resize the columns as desired (See below).
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Fle  Query Organize Filter Results Wiew Tools Help
GHaHO e
Query Query Items LS System Information
¥ 4 Disk Stoiage | Rsults for 2 systems. 3/4/2010 352 PM 0 Apply resultfilter
458 Disk Health Query Name: System Information
b Saved mahagement
# Digk Free Space < 10% item ol
- Disk Free Space < 250 MB System System Devices z m?ll:llddgal
= {E} System Information v ¥ >
# | Saved System Caption Device D MName Status ]
STINGRAY = ISTINGRAY Internal Battery 781 SanpoDELL WNS7F1 DELL w3718 0K
CAIRNS Motherboard Motherboard tatherboard
4 System Devices Portable Battery Portable Battery O DELL wWHN37187
=I- Computer Spstem .
Name Computer System -4—— Management items
Model Mame Madel System Type Diarnair I arutacturer Bootup State are grouped witin a
g“'e'_“ Tope STINGRAY  Labtude D320 %8F-based PC GOLDEMBITS.locdl  DellIne. Normal boot column.
omain
Manufachrer
Bootup State
405 Info 05 Info
.,: CPU Frocessor Caption Service Pack. Build Humber  Yersion Description Organization Free Physical
#-£2s Emors, System : . . . . . oy
255 Enors, System/App Microzoft windows %P Professional Service Pack 3 2600 5.1.2600 D'ean's laptop scuba Golden Bits Software, Ine. 1184624
= &35 Hardware Detail %7
I Saved

16.5 Saving a Query

One of the cool features of QueryShark is the ability to save query results for later analysis
or to compare with future queries. For example, if you ran a query that fetched the disk
partitions and free disk space of your key servers, you can then save the query results. You
can then compare the saved results with a new query. In our example, you can quickly
determine if the disk partitions have changed and how much disk space has been used.

When you save a query, all of the management items/fields, systems, and any error
information is also saved. If you later modify the Query by removing a system or
management item, the saved query is not affected. Any query errors are also saved, this
enables you to understand what errors occurred. For example, if a particular system was
shutdown when you ran the query, you will know that this system was unavailable. You will
not know the exact reason the system was unavailable, but you will know there was some
error and that is why there are no results for the system.

Saved queries are time stamped with the date and time the query was run. To save a
guery, select the 'Save' menu item. Note that you have to select the query name itself
before the 'Save' menu item is enabled. The picture below shows the Save menu item.

Copyright (c) 2007-2010 Golden Bits Software, Inc.



48

QueryShark®

D oLp & 4E Run Query
Quel &% Run - Window
5 0 48

24D H Save

Wiew Saved

=

File | Query | Organize  Filter Results  YWiew Tools Help

Query ltems | [# Swstem Information

Aesults for 2 systems, 94420010 352 Ph.
Jueny Mame: Sypstem [nformation,

B

I Saved

id STINGRAY

id CAIRMNS
System Devices
[=)- Computer Syztem

Syztem Devices Corr

CAIRMNS ) )
Caption Drevic

|nternal B attery V815 anallE

totherboard totherboarc

Partable Battery Partable Bat

| SRR I R T a1 POnTLEMACT

Saved queries are time stamped with the date and time the query was run. The saved
gueries are listed under the Saved tree node as show below.
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File  Query Crganize Filter Results Yiew Tools Help
R R EHOM e
Query

i=3 Disk Storage
i=3 Disk Health
£=5 Syster Information Tf
£ Enars, System Saved results
ﬁ*} Errorz, SyztemAbpp can be renamed
=525 Hardware Detail Tfr
= Saved
Before Upgrade
97442010 4:37 P
9/4/2010 4:37 Pl Saved query results.
CAIRMS To view double click.
SHMOREEL-DM
STIMGRAY
BIOS
CPU Processar
On Board Device
Physical Memony
SCS1 Devices
Wideo Contraller
Battery
=1.£3% TPl Bine
=25 Hardware Detail N7
K Saved
Before Uparade
9/ esm—
9/44 Query saved on: 9f4/2010 4,35 PM J

CAlR™S

SNORKELDM  wWhen you hover the mouse
STINGRAY over a saved query. a popup
BIOS will display the dateftime the

CPU Processor query was saved.
On Board Device

Phyzical Mermary

& & -5

-

To view a saved query, select the query and use the 'View Saved' or 'View Saved - Window'
menu selections under the '‘Query’ menu. The saved query can be displayed in a tab or
separate window. The picture below shows a previously saved query displayed in a tab.
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& QuerySHARK
File  Query QOrganize Filter Results Wiew Took Help . . .
A ® B EHO R S Saved results can be viewed in a tab or a separate window.
PO Ak v
Query Query Items [ Hardware Detai [ Hardware Detail
25 Disk St Saved as: Before Uparade '
& D:zk H:;iﬁa ] i} - Ezzﬂ,{igng:Sﬁ;‘:{&;gﬁgﬁgﬂD4:35 gLl for saved results
System Information & the savz@l Iresu‘l:: [EEE
Errorg, Systemn islayes
=3 Erors, SystemAbpp Batter
1= %5 Hardware Detal W SHORKEL-DM . - - -
= b Saved STINGRAY EIOS CPU Processor On Board Device Physical Memory SCSI Devices
Before Upgrade Mame BIOS Yersion Build Mumber Drescription
Dby | BIDS Date: 12/18/03 16160 | DELL - 20091218, BIOS Date: 12/ BIOS Date: 12/18/09 16:16:08 Ver, 03001 | D
o CARNS
id SNORKEL-DM
id STINGRAY
BIOS
CPU Processor
To delete a previously saved query, select the query and use the 'Delete' menu selection
under the 'Organize’' menu. To delete all of the saved queries, selected the Saved tree node
and then the 'Delete’ menu selection.
16.6 Organize

The Organize menu selection enables you to organize the order of query items, the query
themselves, create and delete queries, rename a query, and delete a query.

Modifying Display Order

You can modify the display order of a query item (system or management item) the order of
the query itself by simply dragging and dropping the Query, System, or Management ltem.
When dragging an insertion indicator (straight line) will appear where the item will be moved
to. The picture below shows the insertion indicator.
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+.-£23 Peripherals

=1-£=% Metwork Information
H saved

4 STINGRAY _

SNORKEL-DM Insertion

MARY-VISTA Indicator

- Metwork Adapless )

- Network Protocol -—

Mapped Hetwork Dives

Protocol Bindng

L =

The same is true when moving the Queries around themselves, see below.

_“E Tl LB} Tl L =

Query

+ {:.5 Dizk Drrives
+._f,,ﬁ,5 Installed bMemony

+-f=5 CPU & EII:IS

% i
+-5=% Printers

+-i=% Peripherals

+-£=% Metwork Information
+-i=% Disk Health Check
#5538 Spstem Health Check
+-£2% Sample Query

+-£2% Emor Log Check
+.-£25 Copy of Sample Queny

Adding a system or management item

From the Organize menu you can add the selected system and/or management item to the
currently selected query. The menu item will read 'Add <blank>" where <blank> is the
currently selected system and/or management item.
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& QuerySHARK
File  Query | Organize | Filter Results Wiew Tools Help

Pap & gn | S8 MNew Query
Query ltems & Hardware Detail || [ Hardware Detail
uery B &
55 Disk Storg @ Add 'STIMGRAY'
o Systems Management ltems
E gm: Hela' @ add Disk Drive’ y 9
Fige system I i CAIRNS I
=) . tem
g Enors, Sy @ Delete SHORKELDM
=i Ermors, Sy P R T I GRAY t angement [tem
=423 Hardwar = Application E
H S ave f’., Create System Group —_' DPiIEa,IDn rrors
i isk Dirive
CAIRRS — .
id SNORKEL-DM ] Quota Setting
i STINGRAY ;_l Ph_',J$iCa| Digk Drive
BIOS Selected items [ Disk Quota
CPU Processzor =] Disk Partitions
OnBoard Device =] Phyzical Memory
Ph_':'Sical"Femﬂll' =] Widea Cantraller

New Query and Copy Query

From the Organize menu you can create a new Query or copy an existing query. To create
a new Query, select the 'New Query' menu selection and enter a new query hame. Making
a copy of a query is handy when you want to use an existing query as starting point for
building a new query. To copy a query, select the query and then use the 'Copy Query'
menu select. The picture below shows the copy menu selection.
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File  Query
P & G |
Query

Organize | Filter Results  Wiew T

w MeEw Query

Copy QJuery

£=3 Disk Stora

£55 System In
£55 Errars, Sys
£55 Errars, Sys
£25 Hardware

‘G Disk HEE"H @ add 'Disk Drive'

@ add 'STINGRAY'

'

3 Delete

Fenarme

§=5 CPU, Bios

£55 System Inf

i25 Hardware

16.7 Errors

Nothing is perfect and erro

&y Create Systemn Group

=5 CPU, Memary CReck

armation, Detailed

i8] System HotFixes

§55 Met Adapters, Shares
i25 Met Performance
§25 Erors, Recent

Surmmary

{E} Copy of System Haot Fives

Creates a copy of the query

rs do occur!!

53
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When querying hundreds of systems, some systems may be offline or may not contain the
information you are searching for. For example, if you try to query MS Exchange
information from a user's laptop (where Exchange isn't installed), QueryShark will return an
error that it was unable to collect Exchange information.

Query errors are displayed directly in the query results and summarized in the query error
dialog. Errors are also saved with the query, this enables you to understand why a particular
management item was not fetched when you view the query at later time. For example, if
you run a query and save the results on Monday and then on Friday view the saved results
from Monday, you will be able to see what errors occurred and understand why some
information is not present.

The picture below shows an error for a system.

& QuerySHARK

Fle  Query Organize Fiter Results Wiew Tog
BEHEHO Ko

Query Query [tems (6 Svstem Information
o button to >
L5 Disk Storags Results for 3 systems, 3/4/2010 5,00 FH [ Apphy result filter display D Close
%-‘Z‘} Disk Health _ Query Name: Spstem Information. - Enors occurred enmar info
=25 System Information v ' Erorlnfo
=k Saved
974/20101:21 P - CAIRNS Spstem Devices | Computer Gystem 05 Info CPU Processar
Info from tuesday STINGRAY
"] CAIRNS SNORKEL-DM Caption Device [D MName Status
4 STINGRAY | Eror on connect to system: CAIRNS COM ertor: The RFC server | | |
SNORKEL-DM

System Devices Erar
Computer System mEssage
05 Info
CPU Processor

25 Enors, System

£=% Enors, System/ipp

&5 Hardware Detall 57

&% CPU. Bios

£ CPU, Memor Check

£25 System Information, Detailed

The query error dialog summarizes all of the errors for a query; to display all of the errors
click on the 'Error Info' button. The Query Error dialog is shown below.
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- Query Error Detail

System: Catalina, Management tem: Win3Z_LogicalDisk
Error code: [SRE_MGMT_FETCH_FAILED] Fetch of management data failed.
Failed to get data, error code: 'NotFound', Mot found

Systern: SNORKEL-DM, Management tem: Win32_LogicalDisk
Error code: [SRE_MGMT_FETCH_FAILED] Fetch of management data failed.
Failed to get data, error code: 'NotFound’, Mot found

Systermn: Stingray, Management ltem: Win3Z_LogicalDislk

Error code: [SRE_MGMT_FETCH_FAILED] Fetch of management data failed.
Failed to get data, error code: 'NotFound’, Mot found

16.8 System Groups

System Groups provide a very convenient way to organize systems within a query. This is
especially handy if you have more than 10 systems you wish to query. A System Group is
just as the name implies, a group that you can put systems into. The group is shown as a
tree node, if you expand the tree node you will see all of the systems that belong to that
group. The picture below shows system groups in a query.
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e

zhé=i Penpherals

Hl Saved
-y Sales Systems -}

id SNORKEL-DM .
MARY-VISTA Sales Systems' group
STINGRAY which contians three

#3 Local Office systems to query.
Printer

1394 Devices
USB Devices

You create a system group using the Organize menu or right click on the Query. The
Create System Group menu is show below.

File  Query | Organize | Filter Results  YWiew Tools Help
i @ gy | S8 New Query

Query
§25 Disk Storg @) Add 'CAIRNS'
“ef Disk HEE'H @ add 'Disk Drive
=5 Swstern In
£=5 Ermors, Sps @ Delete
£=5 Emors, Sps
£55 Hardware
i=5 CPU. Bios| 3 Create System Group
£=5 CPU. Memary CReck
=-i=5 SystemInformation, Detaled
H Saved
-y Sales Dept
id CAIRNS
id SNORKEL-DM
£ STINGRAY
Computer Spstem
B oot Configurabon
SystemDevices
Drivers
05 Info

Processes

Note that when you delete a group from a Query, you will also delete all of the systems in
that group from the query.
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17  Drill Down Window

The Drill Down Window enables you to get information directly from a system without
creating a query. You select a system and literally "drill down" into the system details. The
Drill Down Window is divided into three main areas: Selected Systems, Management Items,
and Results. The following shows the Drill Down Window. When you run a drill down for
the selected system, the selected management information is fetched.

4 QuerySHARK N=ET
File Crill Down  Tools Help
Q@R e
Drill Down Management ltems ‘ Network Adapters
Selected system: Catali
IR BB ENE BaEE = Disk Storage/Canfig MName MAC Address Manufacturer  Max S | Speed
- Disk Partition dontor ; I
-~ Logica) Disk WWAN b y P M it :
2 sHorkEL-OM "] Quota Seting iniport (LZTF) icroso
F&) Event/Eror Logs WA Miniport (FPTP) E0:50:54:50:30:30 Microsoft
[ Hardware WAN Miniport (PPPOE) 33:50:6F:45:30:30 Microsoft
F WS Applications Direct Parallel Microsoft
EEE Netwark WA Miniport (IF) Microsoft
Selected - Connection Share Paicket Scheduler Minipart E2:CE:20:52:41:53 Microgoft
N d = IP4Persisted Foute Table | |nie)(R) PRO/00 VE Metwork Connection D0:0CF1 EB:6F 48 Intel
system an t — rypre Packet Scheduler Minipart 00:0C:F1:EBEF45 Microsoft
managemen = LECE D-Link DFE-550T 10/1 00 Adapter D-Link
item - | MNetwork Connections
“ Server Conneclion Packet Scheduler Minipart Microgoft
-| Share
=| TCFIF Printer Port
B Network Ferformance Drill Down results.
EL Operating System
B Software
EL System Configuration
EL System Information
Bookmarks
Processes Bookmarks
,,,,,,,,, Cuota Setting for eazy
. Products havvigation
x%.::} Query
’\% Drill Down < >
=1 Messages
..1j Systems g
Database version: 3.00 -
— Successtully connected to the database.
= | Management Items
= v
= Messages

To get information for a system, select that system and then the management item. Once
these are selected, double click on the management item or use the menu selection "Run
Drill" from the Drill Down menu. QueryShark will fetch this information and display the
results in the far right window pane. QueryShark will cache these results, so navigate and
fetch different management items QueryShark will remember your previous results.
However if you wish to fetch information and not read from the cache, you can 1) double
click on the management item or 2) clear the cache, using the "Clear Results" menu

selection from the Drill Down menu, and fetch the management information using the "Run
Drill" menu selection.
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The bookmarks are available to quickly access a particular management item. Just click on
a bookmark, the management item which is bookmarked will be displayed.

The Drill Down menu selections are displayed below.

Eil= M@Ip
DO S@lsE RunDrill
Drill | =
selecte

L,l Stingray
4 SHNORKEL-DH

Clear Results

18 Print and Export

You can print, export to Excel, or export to a text file the current query results, new or
previously saved results, from the Query Window or the Drill Down Window. To print or
export. use the File menu show below.

When exporting to a text file the fields are separated by a comma. If a coma exists in the
exported data itself, it is replaced by an underline '_' character.
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& QuerySHARK

File | Query Organize Filter Results Yiew Tools Help
Print a @

Print Previe Query ltems
i | Export to Excel

Resulks for 3 spstems, 9444

Expart to Text File Cluery Mame: System Inforr
@ Exit

[+-E25 Errors, SypstemdApp CalRMNS

85 Hardware Detall V7 STIMGRAY

iz CPU, Bios SHORKEL-DH

=% CPU, Memary Check
=-£25 System Information, D etaled
Hl Saved
-y SalesDept
id CAIRNS
b4 SNHORKEL-DM
d STINGRAY

Computer Spstem
[+l.. Bnk Manfiaor ahon

This will print the currently selected query results. The print output will depend on the
results view. If you are viewing the detailed results then a detailed report will be printed,
else a summary report. When printing a report, you can adjust the width of each column by
resizing the column on the screen and reprinting. The new column size will be show in the
printed report.

For detailed reports, it is sometimes handy to truncate the columns. Use the Preference
Dialog to set the truncation flag. Note that this only works for the detailed report, summary
printed reports are always wrapped. Meaning if the column doesn't completely fit on one
page, it is continued (wrapped) to the next page.

Before you print a report, you an use the Print Preview option.

PDF files. Sometimes it is handy to create a PDF file of the report. The simplest way to do
this is to print to a "PDF Printer". There are several very good free ware PDF printer driver
available, check download.com or novapdf.com.

Here is sample of a detailed print report.
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Peripherals

Query Name: Peripherals
Date/Time query was run: 4:53 PM 1/31/2009

System: SNORKEL-DM, Printer
[Row [ Attributes [Capability [Detected|Driver Name

[Hidde [Horizont JL |

System: SNORKEL-DM, 1394 Devices

[Row JAcce] 1394 Controller Descripti [Device ID

[Name

[Status |

System: SNORKEL-DM, USB Devices

Row |USB Controller Description DevicelD Device Name

1 Standard Universal PCI to USB Host Controller USB\ROOT_HUBWA&ZBEE19FEAD Umoot Hub

2 Standard Universal PCI to USB Host Controller USB\ROOT_HUBMA&CS583FTALD USB Root Hub

3 Standard Enhanced PCI to USB Host Controller USB\ROOT_HUB20\4&B2007EB&D USB Root Hub

4 Standard Universal PCI to USB Host Controller USB\ROOT_HUBM&3T156BT 140 USB Root Hub

5 Standard Universal PCI to USB Host Controller USB\ROOT_HUBM&21A622FES&D USB Root Hub

6 Standard Universal PCI to USB Host Controller USB\ROOT_HUBM&18151B00&0 USB Root Hub

7 Standard Universal PCI to USB Host Controller USBYWID_050D&PID_0119\5433D6647 |USB Composite Device
8 Standard Universal PCI to USB Host Controller USBWID_050D&RPID_0119&MI_00WG&1 | USE Human Interface

9 Standard Universal PCI to USB Host Controller HIDWID_050D&FID_0119&MI_00W77&8 |HID Keyboard Device

10 Standard Universal PCI to USB Host Controller USBWID_050D&PID_0119&MI_01\6&1 |USE Human Interface

11 Standard Universal PCI to USB Host Controller HIDWID_050D&PID_0119&MI_01\7&2 |HID-compliant mouse

12 Standard Enhanced PCI to USB Host Controller USB\ROOT_HUB20\4&22414BC480 USB Root Hub
System: STINGRAY, Printer
[Row [Attributes Capability |Detected|Driver Name Hidde [Horizont [L |
1 Default printer, Printer is shared, Di | Copies, Color |0 Send To Microsoft OneN |False 300 Tr
2 Printer is shared, Directly connecte |Copies, Color, |0 Microsoft XPS Document  [False 600 Tr
3 Directly connected to a computer. Color 0 doPDF 6 Printer Driver False 300 Tr
4 Directly connected to a computer., Copies, Color, |0 HP LaserJet 2100 PCLE |False 600 Tr

You can also export the results to an Excel file, by selecting the 'Export to Excel' menu item.

The picture below shows Query results exported to Excel.
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./-

y :__',\\ e 9 = DiskDevices Resultsxls [Compatibility Mode] - Microsoft Excel
= Home Insert Page Layout Formulas Data Review  View
3 * Arial -8 - A & |||S == |ZwrapText General - ij‘ ﬁjﬁl 7'_;2‘
EeY

Faste 7 (PRl — = = | |2 Merge & Center|{ || $ - % v ||%B 0| Conditional Format  Cell

> Formatting ~ as Table = Styles =

Clipboard Font il Alignment i Number & Styles

| Al -( I | SystemTable

A B G D E
1 |SyslemTabIe l
2 |SystemMame ‘SystemDDmaln T Query results exported

E‘ 3 Catalina GOLDENBITS to Excel
4
5 ‘Syslem Devices
G ‘Descriptinn DevicelD ‘Stalus Status Info
. Matherboard Matherboard
8 SoundMAX Integrated Digital Auc PCIWEN_8086&DEV_24D5&SUBSYS_01741028: 0K Enabled
9 Auto HP LaserJet 2100 PCLE on WHALER Unknown
10 Disk drive WAPHYSICALDRIVEQD oK
1 Cooling Device rooticimz 0 OK Unknown
12 ACPI Multiprocessar PC ROOTWACPI_HAL\W000 0K
13 Microsoft ACPI-Compliant Syster ACPI_HAL\PNPOC08\0 oK
14 ACPI Power Button ACPIPNPOCOC\2&DABA3IFF&D oK
e Intel Processor ACPNGEMUINEINTEL - X86_FAMILY_15_MODE OK

19 Preferences

The Preferences dialog enables you to control the behavior of the different warning dialogs
and truncating printing. The Preference dialog is access from the Tools menu and is show
below:
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20

X

& Preferences

Warn when deleting a system group in a Gueny.

Prompt to create a system group when adding mare than one
zypzbern o a query.

YWhen printing, fruncate columng that do not fit on page. Only
appliez when printing detailed results.

CF (o] [ e

"Warn when deleting a system group in a Query"

If checked, when deleting a system group in a Query that has more than two systems, a
warning dialog will be displayed.

"Prompt to create a system group when adding more than one system to a query."

If checked, when dragging and dropping more than one system to a query, you will be
prompted to create a System Group.

"When printing, truncate columns that do not fit on a page"

If checked, when printing a detailed report columns that do not fit across the page will be
truncated. This is handy if you would like a compact print output.

Systems

The Systems Window is used to manage the systems that QueryShark will run queries
against. QueryShark is licensed on a per system basis; this window enables you to select
which systems QueryShark will use. The Systems Window contains two tabs, Current
Systems and Discover.

Current Systems Tab

This tab is used to edit, delete, or add a system to QueryShark. Clicking on the system in
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the left pane will display the system details in the tab window.

To add a system, use the Add button. If you wish to add all of the systems discovered, use
the 'Add All Systems' button.

To delete a system, select the system and use the Delete button. The system will be
deleted from the current queries, however any previously saved queries which used this
system will not be affected. For example, if you saved a query which uses 'ServerA' and
then later deleted 'ServerA' from QueryShark, the saved query will not be affected.

To edit a system, select the system in the left window pane. You can then edit the system
Domain, Description, and Login information directly. When you edit a field, the Save button
will be enabled. After editing any system information, use the Save button to save your
changes.

Loqgin Information

QueryShark uses Microsoft's WMI (Windows Management Instrumentation) to collect
management information from your Windows based systems. To access remote systems,
WMI requires that the system making the query has the correct permissions. These
permission are generally referred to as credentials, where credentials simply mean the
correct domain\username and password combination. There are several ways this can be
accomplished, from using the current domain\user that QueryShark is currently running as to
explicitly specifying a domain\username. For more detail on how QueryShark handles
remote access permissions, see the Accessing Remote Systems section of this help file.

If you need to set a domain\username and password for a specific system you can enter this
information using this screen. If you wish to save this information for later use, click the
checkbox 'Save this login information for use when running queries'. This will save the
credential information (domain\username and password) to disk in an encrypted file. When
you restart QueryShark you will not have to reenter these credentials, they will be read from
disk. However if you do not want to save the credentials to disk, then do not check the
checkbox. QueryShark will save the credential information in memory in an encrypted
format while QueryShark is running, when QueryShark is terminated this information is
discarded.

Clear Button

If you have saved credentials (domain\username password) for a system and would like to
delete this information after it has been saved, click on the Clear button and then Save. Any
previously saved credential information for this system will be deleted from disk and
memory.
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# QuerySHARK

File  Tools Help
ie% A @

Systems

i3 stingray
] SNORKEL-DM

Current Systems | Discover

Name: |Cata|ina | Valid license for 500 systems.

Domain: |GOLDENBITS

Visit Queryshark com

Description: |

to purchase additional licenses.

Login information (Optional)

. - This information is used to login to
Rl Coldenbis remote sytems on your network. You
User | JohnAdmi can also enter this information when
SEr ohnAdmin YOU run a query.
Confirm
Password: |~ [ Cear | [ Morelnfo

[ Save this login information for use when running queries.

’ Save ] ’ Add ] ’ Delete ] [ Check Access ] ’ Help ]

Messages

Management Items

1%

Database version: 3.00
Successfully connected to the database.

|

=

Messages

Check Access

It is handy to check your permissions for a system without having to run a query. To do this,
click the Check Access button. QueryShark will try to access the local time
(Win32_LocalTime class) from the system. QueryShark will post progress information as
the check is running. The picture below shows the status information being displayed.

| Save | | Add | | Delete | | CheckAccess ]

WMI: Connecting to local system.

WMI: Connecting to namespace \rooticimv2
WMI: Checking item name Win32_LocalTime
WMI: Connect check successful.

E

W
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Licensing. QueryShark is licensed by the number of systems you can use with QueryShark.
If you have reached the maximum number of licensed systems, it is possible to delete a
system in order to add another.

Discover Tab

The Discover Tab enables you to easily scan the Windows Domain for systems that you
might be interested in using with QueryShark. Click on the Scan Network button to scan for
domains and systems. As domains and systems are discovered, they will be added to the
Available Systems list box. From this list box you can either click on the Add button or drag
and drop the system to the Available Systems window on the left.

Scanning the network can be a lengthy process. Once you start a scan, you can leave the
Discover tab and continue to work with other parts of QueryShark while the scan continues
in the background. While the scan is running you can continue to build, edit, delete, and
save queries, use the the Drill Down window, and update management items using the
Management Items window.

21 Management Items

The Management Items Window enables you to configure and manage the different items
which you can query a system. QueryShark provides access to over 3000 pieces of
information, which can be difficult to navigate through. The Management Items Window
makes navigating and organizing the manage items much easier. From this window, you
can select which items are displayed in the Query Window, the item's display format, set
bookmarks, and search for an item.

The Management Items Window is shown here.
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& QuerySHARK \:”E|E|

File  Tools Help
i@

Management It...

Bookmark ‘Search

Bookmarks enable you t
quicky access a
managernent itern

MName

Metwork Adapters
Processes
Froducts

Quota Sefting

Bookmarks for
eazy navigation of

Management ltems

Network Adapters - Detail

EL Disk Storage/Config
E Ewvent/Error Logs
EL Hardware
E MS Applications
=B Network

[Z] Connection Share

[Z] IP4 Persisted Route Tahle

[Z] P4 Route Tahle

Field Narme
AdapterType
[ Adapter Type Id
[ AutoSense

[ Awsilability
Caption

[ Config Manager Error Code

Farmat ~
St La

Checked fields are
displayed in the
Query and Dirill
Down windows.

Use the search tab to fin !nanagement 1580 "l etwork Adapters [Network Ada [ Config Manager User Config T
managernent itern items. [E] Network Connections [ Creation Class Narme String, Left
[] Server Connectian Description String, Let
] Share [ DevicelD String, Left |
[Z] TCPIP Printer Port [] Error Cleared String, Ledt
B Metwork Performance [ Error Description String, Left
E- Operaling System [ Index Mumber, Left
B Software [ InstallDate Time hhemrm, Ledt
FL Systern Configuration O Installed String, Left
£ System Information [ Last Error Cade MNurnber, Left
k£ System Perormance MAC Address Format options for
Manufacturer individual fields.
[ tax Mumber Controlled 3
o3 query ¢ ¢ | [#iChecked fields appear in the Query windeow
] Messages
:J}g Systems
= Database version: 3.00 ~
Successtully connectsd to the database B
Management Items =
v

1¥

Messages

Displaying and Format

When a management item is selected the individual fields which make up the item are
displayed in the far right list box. If a field is checked, it is displayed in the Query Window,

otherwise it is hidden.

Selecting the Format button or double clicking will bring up the

format dialog box for the selected field. This enables you to set how this field will be

displayed. The format dialog box is shown below.

Description Format

String formats:

pd

String, Left

Alignment

®Lleft CRight

) Center
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Hiding Fields

To help organize and manage the large amount of management items, QueryShark provides
the ability to hide items that are not used frequently. A field is displayed in the Query and
Drill Down Windows only if it is checked. If no fields are selected for a management item,
then a red X' is displayed next to the management item, the management item will not be

displayed.
¥ Indicates that no fields are
selected for a management item. Mo fields are
selected.
Management Items Quota Setting - Detail
B Qisk Storage/Config Field Marne Farrmat
-| Disk Partition I Caption String, Left
=| Logical Disk [ Default Limit Number, Left
b4 Quota Setting ] DefaultWarning Limit Mumber, Left
& EVESUIE”W Logs [] Description String, Left
t Mgrgwa;? i [] Exceeded MNotification String, Left
i Netv\rsrilcamns [ Setting ID String, Left
; “ Connaction Share ] State Mumber. Left
- IP4 Parsisted Route Tahle O \folume Path o Str?ng, Left
| P4 FBoute Table ] 'Warning Excesded Motification String, Left
Bookmarks

Bookmarks are a very handy way to mark management items that you use frequently.

When a bookmark is selected on the Query and Drill Down Windows, the management item
for that bookmark is displayed. Setting a bookmark is very easy, just select the
management item you would like to bookmark, and select the Create Bookmark button. The
Bookmark dialog will appear (see below), from this dialog you can enter a bookmark name
or use the default name.
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Bookmark g

Create bookmark name:

TCPIP Printer Porf

Save Cancel

If a bookmark is already set for an item, you can change the name by selecting the Edit
Bookmark button. Depending if a bookmark has been created, this button will toggle
between "Edit Bookmark" (bookmark already set) to "Create Bookmark" (a bookmark is not
set). All of the bookmarks appear in the bookmark list show below:

Name
MS Word Summary
MNetwork Connections

When you select a bookmark, the bookmarked item will be displayed in the Management
Items list. Use the Delete button to delete a bookmark.

Search

The Search tab enables you to search for a management item by entering the first few
letters of the item’'s name. As you type, matching items are highlighted and scrolled into
view. If you select an item, the item detail will be displayed in the Management Items list.

The Search tab is shown below.

Copyright (c) 2007-2010 Golden Bits Software, Inc.



Management Items 69

Bookmark | Search

Enter keyword:
Network]

Keywords ~
Memory resources

MS Outlook Summary

MS Word Summary

MNetwork Adapters

Metwork Connections

Physical Memory

Processes

— T

In this example, the keyword "Network" is entered. The matching "Network Adapters" item
is scrolled into the display and highlighted. If you select "Network Adapters” from this list,
the Network Adapter detail will be shown in the Management Item list.

22  Support

QueryShark support is available free of charge by E-mail, E-mail any questions to:
support@goldenbits.com

If you are interested in other support options, please email support@goldenbits.com or call
us at 858-259-3870.

Support for MS SQL Express is provided by Microsoft.

To help debug problems, QueryShark will log verbose debug information to a log file. The
log file is a text file which can then be E-mailed, along with support questions, to
support@goldenbits.com. To enable debug trace, select the 'Enable Debug Trace' menu
selection. You can also select the log file location by using the 'Select Debug Logfile' menu
selection. The log file is limited to a maximum of 5 Mbytes, once this limited is reached a .
bak file is created, any previous .bak file is deleted.

You can also show the messages window, QueryShark activity and errors will be displayed
in this window.
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File  Query Organize Filter Results View Tools |Help
I T = I T @ QueryShark Help
Query | Query Detiig ’ Enable Debug Trace
25 Disk Storage Saved ax 3442 License Information Show Messages
55 Disk Health B .

o _ LIErY [N ame: i’- ,& Dut

£=5 Sestern Information ﬂf - Select Debug Logfie
FLFE% Ferars Guskar [<<1

Common problems/issues

1. Unable to connect to a remote system. Error msg:

System: Catalina, Management Item: Win32_NetworkAdapter
Error code: [SRE_WMI_CONNECT_FAILED] WMI scope connect failed.
Error on connect to system: Catalina COM error: The RPC server is unavailable. (Exception

from HRESULT: 0x800706BA)

Things to check:
- Can you send a 'ping' message to the remote system?
- Do you see the remote system in Windows Explorer?
- Is RPC enabled?
- Are the RPC ports disabled by a firewall?

2. Norton Firewall

Norton Anti-Virus/Firewall interferes with WMI RPC communication. The result is
QueryShark is unable to collect remote system information.

3. Firewalls - Vista and Windows 7

The Vista Firewall will block WMI RPC communication by default, make sure the enable
WMI communication. The screen shot below shows the Vista Firewall setting.
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W Windows Firewall Setting

Exceptions | Advanced

Exceptions control how programs communicate through Windows Firewall. Add a
program or port exception to allow communications through the firewall,

Windows Firewall is currently using settings for the domain netwark location.
What are the risks of unblocking a program

To enable an exception, select its checdk box:

Program or port

[JRemote Scheduled Tasks Management

[JRemote Service Management

[CJRemote Volume Management

Orouting and Remote Access

CJsMMP Trap

CJwindows Collaboration Computer Mame Registration Service
CJwindows Firewall Remote Management

Windows Management Instrumentation (WMI) .‘_
[CJwindows Media Player Wl must be
[Jwindows Media Player Metwork Sharing Service  checked
[Jwindows Meeting Space

O windows Peer to Peer Collaboration Foundation

[Add program. .. ][ Add part... ][ Properties ] Delete

Motify me when Windows Firewall blocks a new program

Lok [ cancel |

For Windows 7, the firewall needs to enable WMI inbound messages as shown below.
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Eile Action Miew Help

|
P Vindows Frewal with Advanc
3 Inbound Rules Mame Group Profile Enabled Action Cwverride
Outbound Rules
onnection Security Rules .Wmdnw; Firewall Remote Management (RPC-EPMAP) Windows Firewall Remote ... Domain  No Allow Mo
Manitaring .Wmdow; Firewall Remote Management (RPC-EPMAP) Windows Firewall Remote ... Private.. Mo Allow No
B Firewall @Wmdnw; Management Instrumentation (ASync-In) Windows Management Instr... Domain = Yes Allow Mo
5’5 Connection Security Rul @Wmdow; Management Instrumentation (ASync-In) Windows Management Instr.. Private.. Ves Allow No
[ g Security Associations @Wmdnw; Management Instrumentation (DCOM-In) Windows Management Instr... Domain = Yes Allow Mo
@Wmdow; Management Instrumentation (DCOM-In) Windows Management Instr.. Private.. Ves Allow Mo
@Wmdows Management Instrumentation (WMI-In) Windows Management Instr... Private.. Yes Allow Mo
@Wmdow; Management Instrumentation (WMI-In) Windows Management Instr.. Domain  Ves Allow Mo

To allow WMI remote access through the Windows 7
firewall. set these inbound rules to "Allow"
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